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Introduction

Mass media has been seen to influence popular
opinion and political will.

With the evolution of Web 2.0, this has become
the new ‘instrument of power’.

Presentation outline:
* Background theory
* Web 2.0 and advocacy

* Implications for the military




Evolution of Web 2.0

One — to — one Telephone, fax, postal services

One — to — many Email, television, radio, SMS

Web 2.0: blogs, social networks,

Manv — to — : :
any — {0 — many discussion forums

Modes of communication




Web 2.0 as an Instrument of Power

PROVIDES
SENDER MESSAGE MEDIUM PHENOMENA RECENVER INTERNALISES IMPACT
VIA
PERSON MESSAGE CREATES GRSERVATION SUPPORTS
ORGANISATION |-l 1OP L] | ] AKES
AUDIENCE ACTION
BTALE COERCIVE INTERPRETED OPPOSES
DETERRENT
INCENTIVE

ACTION RESULTS IN RE-EVALUATION OF MESSAGE BY SENDER

Message flow diagram

Adapted from :
Ramluckan & van Niekerk (2009)
Cox (1997)




Web 2.0 and Advocacy

Network structure of Civil Society Organisations (CSOs)
makes technology attractive to them.

1994 Zapatista ‘social netwar’ in Mexico.

Pervasiveness of Web 2.0 social networks has altered
the power dynamics between governments & citizens.



Web 2.0 Campaign Examples

Canadian seal hunt; 14,000 visitors.

Pressure to provide HIV/AIDS drugs in Thailand.
Amnesty International.

tcktcktck

Governments & embassies.

200 million bloggers; 625 million readers.

Estimated 3.6 billion mobile devices.



Protests using Mobile & Web 2.0




Implications for the Military




Disaster Management

e Co-ordination & information
gathering, monitoring &sharing

News : World - Twitter used to help land plane with aid for Haiti

Article Comments EM3
Print

-

HAITI EARTHQUAKE: L
~a} THE AFTERMATH * Fund raising

Twitter used to help land plane with aid
for Haiti earthquake victims

B HELEM KEMMNEDY i A I e rtS & Wa r n i n gs

DALY NEWS STAFF WRITER

e Ushahidi & OPSimX

* Integrate into military
communications capabilities?




Open Sources Intelligence

YAHC)O.'. NEWS PRINT  Back to story

Ailr Force used Twitter to track NY  Ap s
flyover fallout

By RICHARD LARDNER, Associated Press Writer 1 hr 29 mins ago

4
DANGER ROOMQ @ © o
WHAT'S NEXT IN NATIONAL SECURITY 6

PREWIOUS POST MEXT POST

UK Spy Chlef S Facebﬂﬂk Fall Blg Deal, or Big Whoop?

By Moah Shachtman B2 July 8, 2008 | 1:30 pm | Categorie



Security Concerns

Viruses

Release of information by troops could jeopardise
operations e.g. Israel

Even little bits of info could be pieced together (OSINT)
Demonstrations — C2W for dissidents

End of ‘surprise attacks’?



Influence Operations

Israel Turns to YouTube TW|tter After Flotilla Fiasco

ol ety papm— e Useful PSYOP / PA
' tool
Demoenstrators throwing
solcier off off boat * |srael releases
footage of precision
strikes, tweets from

embassies.

 Flotilla incident

ey =i * Wikileaks incidents.



Conclusion

Web 2.0 provides forum to air views on a global scale.
Enabled organisations to harness public opinion.
There is relevance to & impact on the military.

* Convenient & cheap communications tool

* Risk of information leak

* Influence operations

e Used by the ‘enemy’

Optimal solution has yet to be found.
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Thank you.
Questions & comments

K Pillay Kiru.Pillay@za.atosorigin.com
B van Niekerk 991160530@ukzn.ac.za

+27 (0)31 260 8521
MS Maharaj maharajms@ukzn.ac.za

+27 (0)31 260 8023



