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The aim of this presentation is to give a military perspectivel§
regarding the practical application of Information Warfare to @
achieveEntropy-Basedwarfare. ¥
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A The rapid development ofCThas considerably increased t
significance of information within the OBS.

A The advent of the PC and the birth of the public version of
the Internet, communication and information capabilities
have exploded.

A Everything and everyone is connected to some degree by
ICT also in the military operational environment: Network

centric
D

pron (SANDF)



A Warfare[wawr fair] noun - waging of war: the act or fact of
engaging in a war.

A Warfare, the use of armed force by states or other organised

groups to impose their will on opponents
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ENTROPY (1/2)

A Entropy measure the disorderliness with which energy is
stored in a system:

I The greater the disorder the greater the entropy.

A Entropy can also be explained as follow:

I Increasing Entropy T

A As the sun set what you see become more obscure until such
stage where you do not see any more.
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i I Decreasing Entropy

A As the sun rise random obscurity becomes clearer more
discernible.
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ENTROPY (2/2)

The principle of entropy can be applied as follow:

Information Movement Towards Entropy

Information Measures

Information Entropy
Order Disorder
Signal Noise
Music Cacophony
Cosmos Chaos
Design

Randomness
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Ly T2 NI {Age Vransicinatior

Sensqrs Decision-makers .. Effectors

Information Warfare defends or attacks the bits and bites
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INFORMATIOMARFARERCTIONANDEFFECTS

} Offensive -deny, corrupt, destroy or delay an
Attack adver sar y 0s andiorfassetana t
D - exploit information andVtechnology to
enhance ownombateffectiveness.
D - convince others about our own capabilities
and the rislassociated in attacking tRSA
Defensive  -safeguard our own information and
Protect Informatiorsystems against attack,

Supportive - providean extendedN capabilityin
Stippott support of other activities primarily for the
15-Aug12 attainmentofinformation Superiority. °



BATTLE SPACE DIMENSIONS

SPACE

AIR INFORMATION SPHERE
(INFOSPHERE)

SEA

LAND

Military action is in the future likely to take place

simultaneously in all warfare arenas.



